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Compliance Questionnaire and
Reliability Standard Audit Worksheet



COM-001-1.1 — Telecommunications



Registered Entity: (Must be completed by the Compliance Enforcement Authority)
NCR Number: (Must be completed by the Compliance Enforcement Authority)
Applicable Function(s):  TOP, BA, RC, NERCNet User Organizations
Auditors:	




	




Disclaimer
	
	NERC developed this Reliability Standard Audit Worksheet (RSAW) language in order to facilitate NERC’s and the Regional Entities’ assessment of a registered entity’s compliance with this Reliability Standard.  The NERC RSAW language is written to specific versions of each NERC Reliability Standard.  Entities using this RSAW should choose the version of the RSAW applicable to the Reliability Standard being assessed.  While the information included in this RSAW provides some of the methodology that NERC has elected to use to assess compliance with the requirements of the Reliability Standard, this document should not be treated as a substitute for the Reliability Standard or viewed as additional Reliability Standard requirements.  In all cases, the Regional Entity should rely on the language contained in the Reliability Standard itself, and not on the language contained in this RSAW, to determine compliance with the Reliability Standard.  NERC’s Reliability Standards can be found on NERC’s website at http://www.nerc.com/page.php?cid=2|20.   Additionally, NERC Reliability Standards are updated frequently, and this RSAW may not necessarily be updated with the same frequency.  Therefore, it is imperative that entities treat this RSAW as a reference document only, and not as a substitute or replacement for the Reliability Standard.  It is the responsibility of the registered entity to verify its compliance with the latest approved version of the Reliability Standards, by the applicable governmental authority, relevant to its registration status.

The NERC RSAW language contained within this document provides a non‑exclusive list, for informational purposes only, of examples of the types of evidence a registered entity may produce or may be asked to produce to demonstrate compliance with the Reliability Standard.  A registered entity’s adherence to the examples contained within this RSAW does not necessarily constitute compliance with the applicable Reliability Standard, and NERC and the Regional Entity using this RSAW reserves the right to request additional evidence from the registered entity that is not included in this RSAW.  Additionally, this RSAW includes excerpts from FERC Orders and other regulatory references.  The FERC Order cites are provided for ease of reference only, and this document does not necessarily include all applicable Order provisions.  In the event of a discrepancy between FERC Orders, and the language included in this document, FERC Orders shall prevail.   












Subject Matter Experts

Identify your company’s subject matter expert(s) responsible for this Reliability Standard.  Include the person's title, organization and the requirement(s) for which they are responsible. Insert additional lines if necessary.  


Response: (Registered Entity Response Required)

	SME Name
	Title
	Organization
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	































Reliability Standard Language


	COM-001-1.1 — Telecommunications



Purpose: 
Each Reliability Coordinator, Transmission Operator and Balancing Authority needs adequate and reliable telecommunications facilities internally and with others for the exchange of Interconnection and operating information necessary to maintain reliability.

	
Applicability:
	Transmission Operators
	Balancing Authorities
	Reliability Coordinators
	NERCNet User Organizations

NERC BOT Approval Date: 10/29/2008

FERC Approval Date: 5/13/2009

Reliability Standard Enforcement Date in the United States: 5/13/2009


Requirements:

R1. 	Each Reliability Coordinator, Transmission Operator and Balancing Authority shall provide adequate and reliable telecommunications facilities for the exchange of Interconnection and operating information:

	R1.1.	Internally

	R1.2. Between the Reliability Coordinator and its Transmission Operators and Balancing Authorities

	R1.3. 	With other Reliability Coordinators, Transmission Operators, and Balancing Authorities as necessary to maintain reliability

		R1.4. 	Where applicable, these facilities shall be redundant and diversely routed 

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

 


R1 Supporting Evidence and Documentation

Response: (Registered Entity Response Required)

	
		   Provide the following:
	Document Title and/or File Name, 		Page & Section, 	Date & Version

	Title
	Date
	Version

	
	
	

	
	
	

	
	
	

	Audit Team: Additional Evidence Reviewed:
	
	

	
	
	

	
	
	

	
	
	



This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to COM-001-1.1 R1


___Review the evidence provided by the entity to identify the primary telecommunications source used for exchanging operating information:
		___	Internally
		___ Between the Reliability Coordinator and its Transmission Operators and Balancing Authorities
  _ __With other Reliability Coordinators, Transmission Operators, and Balancing Authorities as necessary to maintain reliability.

___Review the evidence provided by the entity to determine which facilities have redundant communications equipment and if they are redundantly routed.  If no redundant facilities exist, the audited entity shall provide the reason(s) why redundancy is not applicable in that instance.

Detailed notes:





R2. 	Each Reliability Coordinator, Transmission Operator, and Balancing Authority shall 	manage, alarm, test and/or actively monitor vital telecommunications facilities.  	Special attention shall be given to emergency telecommunications facilities and 	equipment not used for routine communications.

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

 


R2 Supporting Evidence and Documentation

Response: (Registered Entity Response Required)

	
		   Provide the following:
	Document Title and/or File Name, 		Page & Section, 	Date & Version

	Title
	Date
	Version

	
	
	

	
	
	

	
	
	

	Audit Team: Additional Evidence Reviewed:
	
	

	
	
	

	
	
	

	
	
	



This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to COM-001-1.1 R2

______Review the evidence provided by the entity to verify the entity’s list of vital telecommunication facilities

______Review the evidence provided by the entity to verify the entity’s list of emergency telecommunications facilities and equipment not used for routine communications.

______Review the evidence provided by the entity to verify the entity’s method and implementation of the following:
______Monitoring of vital facilities
______Managing of vital facilities
______Alarming of vital facilities

______ Review the evidence provided by the entity to verify there are records that show periodic testing of vital telecommunications facilities.

______ Review the evidence provided by the entity to verify there are documented telecommunications maintenance logs.

______Review the evidence provided by the entity to verify that special attention was given to emergency telecommunications facilities and equipment not used for routine communications.

	
Detailed notes:





R3. 	Each Reliability Coordinator, Transmission Operator and Balancing Authority shall 	provide a means to coordinate telecommunications among their respective areas.  This 	coordination shall include the ability to investigate and recommend solutions to 	telecommunications problems within the area and with other areas.

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

 


R3 Supporting Evidence and Documentation

Response: (Registered Entity Response Required)

	
		   Provide the following:
	Document Title and/or File Name, 		Page & Section, 	Date & Version

	Title
	Date
	Version

	
	
	

	
	
	

	
	
	

	Audit Team: Additional Evidence Reviewed:
	
	

	
	
	

	
	
	

	
	
	



This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to COM-001-1.1 R3

______Review the procedure used to address coordinating telecommunications between applicable Reliability Coordinators, Transmission Operators and Balancing Authorities.

______Review the evidence provided by the entity to confirm that the entities have a means to coordinate their telecommunications

______Review the evidence provided by the entity to identify the ability to investigate and recommend solutions to telecommunications problems within its own and other areas

Note: Confirmation could include documentation of real life situations involving problem resolutions.

Detailed notes:






R4. 	Unless agreed to otherwise, each Reliability Coordinator, Transmission Operator, and 	Balancing Authority shall use English as the language for all communications between 	and among operating personnel responsible for the real-time generation control and 	operation of the interconnected Bulk Electric System.  Transmission Operators and 	Balancing Authorities may use an alternate language for internal operations.

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

 


R4 Supporting Evidence and Documentation

Response: (Registered Entity Response Required)

	
		   Provide the following:
	Document Title and/or File Name, 		Page & Section, 	Date & Version

	Title
	Date
	Version

	
	
	

	
	
	

	
	
	

	Audit Team: Additional Evidence Reviewed:
	
	

	
	
	

	
	
	

	
	
	



This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to COM-001-1.1 R4

______Review the evidence provided by the entity to confirm that English is used as the language for all communications among operating personnel responsible for the real-time generation control and operation of the interconnected Bulk Electric Grid. (Transmission Operators and Balancing Authorities may use an alternate language for internal operations.)

Note:  Only Transmission Operators and Balancing Authorities may use an alternate language for internal operations.  Reliability Coordinators must use English for all communications between and among operating personnel responsible for the real-time generation control and operation of the Bulk Electric System, including internally.

Detailed notes:





R5. 	Each Reliability Coordinator, Transmission Operator, and Balancing Authority shall 	have written operating instructions and procedures to enable continued operation of the 	system during the loss of telecommunications facilities.

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

 

	
	R5 Supporting Evidence and Documentation

Response: (Registered Entity Response Required)

	
		   Provide the following:
	Document Title and/or File Name, 		Page & Section, 	Date & Version

	Title
	Date
	Version

	
	
	

	
	
	

	
	
	

	Audit Team: Additional Evidence Reviewed:
	
	

	
	
	

	
	
	

	
	
	



Question (Registered Entity Response Required): Briefly describe how continued operations are maintained during the loss of voice and data 	telecommunications facilities.




This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to COM-001-1 R5

______ Verify the entity has written operating instructions and procedures that addresses system operations during a loss of telecommunications facilities.

______ Review the evidence to confirm that the instructions and procedures enable continued operation of the system during the loss of telecommunications facilities.

Detailed notes:





R6. 	Each NERCNet User Organization shall adhere to the requirements in Attachment 1 - 	COM-001, “NERCNet Security Policy.”

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

 


R6 Supporting Evidence and Documentation

Response: (Registered Entity Response Required)

	
		   Provide the following:
	Document Title and/or File Name, 		Page & Section, 	Date & Version

	Title
	Date
	Version

	
	
	

	
	
	

	
	
	

	Audit Team: Additional Evidence Reviewed:
	
	

	
	
	

	
	
	

	
	
	



This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to COM-001-1 R6

______Review the evidence provided by the entity to verify the entity is a NERCNet user, if the entity is not a NERCNet user, this requirement is not applicable.

______Review the evidence provided by the entity to verify that the entity is aware of the NERCNet Security Policy and is adhering to the requirements for reviewing the means used to monitor security. (See Attachment 1-COM-001, “NERCNet Security Policy.”)

Detailed notes:





Supplemental Information

Other – The list of questions above is not all inclusive of evidence required to show compliance with the Reliability Standard. Provide additional information here, as necessary that demonstrates compliance with this Reliability Standard.

		Entity Response: (Registered Entity Response)

 






Compliance Findings Summary (to be filled out by auditor)

	Req.
	NF
	PV
	OEA
	NA
	Statement

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
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Updated Through March 31, 2009
COM-001-1

Order 693

P472.  The Communications (COM) group contains two Reliability Standards. The first requires that transmission operators, balancing authorities and other applicable entities have adequate internal and external telecommunications facilities for the exchange of interconnection and operating information necessary to maintain reliability. The second Reliability Standard requires that these communication facilities be staffed and available to address real-time emergencies and that operating personnel carry out effective communications.

P473.  The NOPR contained a discussion of how the transmission operator and generator operator function would apply to RTO, ISO and pooled resource organizations. In this Final Rule, conclusions concerning those issues are covered in the Applicability Issues section.214 In essence, an organization may, but does not have to, accept compliance responsibility on behalf of its members. Since telecommunication is vital to the Reliable Operation of the Bulk-Power System, the Commission finds that it is not permissible to have either unnecessary overlaps or gaps in telecommunications.

P474.  COM-001-0215 seeks to ensure coordinated telecommunications among operating entities, which are fundamental to maintaining grid reliability. This proposed Reliability Standard establishes general telecommunications requirements for specific operating entities, including equipment testing and coordination. It also establishes English as the common language between and among operating personnel, and sets policy for using the NERCNet telecommunications system. COM-001-0 applies to transmission operators, balancing authorities, reliability coordinators and NERCNet user organizations.

	P487.  The Commission reaffirms its position that generator operators and distribution providers should be included as applicable entities in COM-001-1 to ensure there is no reliability gap during normal and emergency operations. For example, during a blackstart when normal communications may be disrupted, it is essential that the transmission operator, balancing authority and reliability coordinator maintain communications with their distribution providers and generator operators. However, the current version of Reliability Standard COM-001-1 does not require this because it does not include generator operators and distribution providers as applicable entities. We clarify that the NOPR did not propose to require redundancy on generator operators’ or distribution providers’ telecommunication facilities or that generator operators or distribution providers be trained on anything not related to their functions during normal and emergency conditions. …

	P488. As stated in the Applicability Issues section of this Final Rule, entities may share responsibility for complying with Reliability Standards and the ERO’s registration process takes this into account. … 

P489. … the primary purpose of Requirement R6 is to provide information to ensure reliable interregional operations and therefore should not apply to generator operators and distribution providers. However, we disagree that this leads to the conclusion that generator operators and distribution providers should not be included in COM-001-1. As we have stated, telecommunication requirements for all applicable entities will vary according to their roles. 

	P490.  … the Commission’s intent is not to subject generator operators and distribution providers to the same requirements placed on transmission operators. 

	P492.  … we are initially limiting the applicability of these Reliability Standards to those users, owners and operators of the Bulk-Power System on the ERO’s compliance registry. The Commission notes that it has jurisdiction under section 215 of the FPA over all users, owners and operators of the Bulk-Power System to ensure Reliable Operation of the Bulk-Power System. To ensure reliability, it is important to include appropriate generator operators and distribution providers as applicable entities in Reliability Standard COM-001-1. However, any generator operator or distribution provider that is not a user, owner or operator of the Bulk-Power System will not be included. Also, at this time, the Bulk-Power System is defined on the basis of the ERO’s definition of the “bulk electric system.” …

	P493. As we explained in the NOPR, communication with generator operators and distribution providers becomes especially important during an emergency when generators with black start capability must be placed in service and nearby loads restored as an initial step in system restoration. This occurs at a critical time then normal communication paths may be disrupted. While many generator operators and distribution providers may have telecommunications requirements pursuant to a bilateral contract as indicated by APPA, it is important that all generator operators and distribution providers identified by the ERO through its registration process are subject to uniform telecommunications requirements. 

	P 502. The Commission adopts its NOPR proposal that telecommunications facility requirements must reflect the roles of the respective operating or reliability entities that are included in the applicability section in this Reliability Standard and how they would affect the reliability of the Bulk-Power System. We note that most commenters agree with this approach.

	P 503. The Commission agrees with commenters that flexibility is important in setting telecommunications requirements in order to foster innovation, allow the adoption of new technologies and provide for cost-effective solutions for compliance with the Reliability Standard. …

P 508. While the Commission has identified a number of concerns with regard to COM-001-1, this Reliability Standard is independently enforceable without the modifications we are directing. Therefore, the Commission approves Reliability Standard COM-001-1 as mandatory and enforceable. …








Revision History

	Version
	Date
	Reviewers
	Revision Description

	1
	5/5/10
	Craig Struck
	Added Revision History. Added question for R5.

	1
	December 2010
	QRSAW WG
	Revised Findings Table and modified Supporting Evidence tables

	1
	January 2011
	Craig Struck
	Reviewed for format consistency and content.

	1.1
	September 2011
	Craig Struck
	Format changes for 2012.
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